
Acceptable Use Policy (AUP)

The Acceptable Use Policy defines Symphony’s policy that is designed to protect Symphony, Symphony’s customers (“Customers”) and any other persons, parties or entities on the Internet from any negative impact caused by inappropriate activities. Subscriber shall adhere to this policy and are subject to the terms and conditions herein.

If, at its sole discretion, Symphony believes that systems located within Symphony facilities are being used in an unlawful or improper manner (whether civil or criminal) or for unlawful or improper activities, Symphony will fully cooperate with civil and/or criminal enforcement authorities conducting investigations of such use or activities and will inform Subscriber to the extent permitted by law. Symphony will also support the investigation of the prohibited activities listed below, and any other activities that impact the operation or security of Symphony systems accessible by Subscriber.
ACCEPTABLE USE

Subscriber may have access to and perform management activities on the EMS system and related components (the “Application”), Subscriber data and content. Subscriber will perform such activities to minimize risks or negative impacts on the Symphony Application.

PROHIBITED ACTIVITIES

Subscriber will not:

1. Gain, or attempt to gain unauthorized access to any system that does not belong to Subscriber.
2. Send unsolicited electronic mail (e-mail) or other messages or communication in any form (e.g., spam).

3. Alter, deface, or otherwise cause any unauthorized or unapproved modification of any system belonging to Symphony or to a Symphony Customer.

4. Store, transmit, or process material in a manner that knowingly violates intellectual property rights or laws or regulations, including, without limitation, those associated with trade secrets, copyrights, patents and trademarks.

5. Transmit or store any material that is unlawful, obscene, harassing, libelous, abusive, hateful, encourages unlawful acts, or may be interpreted as violating the civil rights of others.

6. Store or transmit material that violates local, state, federal, or international laws or regulations.

7. Engage in or permit any activity that leads to a degradation or denial of service for the Symphony Application.

8. Intentionally omit, forge, delete, or misrepresent transmission information, including but not limited to headers, return address information, IP addresses, etc., that is intended to cloak or hide the identity or source of information transmitted by the Subscriber's systems or Subscriber Direct Access Named Customers.

Subscriber will not assist any persons in using the Subscriber system located at Symphony to engage in any of the activities listed above. If Subscriber becomes aware of any such activity, Subscriber will remedy the situation in a commercially reasonable manner. Subscriber will also notify Symphony by telephone within four hours and in writing within 24 hours of when a violation is detected by Subscriber which has not been remedied within a reasonable time.

Subscriber will not seek to circumvent Symphony security controls unless in accordance with applicable security testing programs; provided Subscriber will notify Symphony’s VP of Operations of the nature and duration of such testing no less than three (3) days in advance of the test. Symphony shall not take additional security measures based upon such notification. 

Subscriber shall not:
1. Configure their systems to bypass security controls, including, without limitation, the installation of programs or services that allow the systems to be managed or accessed insecurely or through unauthorized means.

2. Conduct on-line security audits or tests against or through Symphony systems or networks unless Subscriber notifies Symphony’s VP of Operations of the nature and duration of such testing no less than three (3) days in advance of the test. Upon receipt of notice, Symphony shall not take additional security measures based upon such notification.

3. Access or attempt to access security-relevant information, such as password files that may, among other things, be used to gain unauthorized access to system accounts.

4. Install or use software for the purpose of cracking encrypted data, including, without limitation stored passwords.

Subscriber is also responsible for any misuse of accounts on the Subscriber system located at Symphony, except to the extent the misuse of an account is made possible by Supplier’s failure to perform its responsibilities under the Agreement.

Subscriber must implement measures and procedures to ensure that Subscriber accounts are not accessed or used in an unauthorized manner.

1. Subscriber must maintain and provide Symphony with a list of authorized individuals and accounts that are permitted to remotely access the Subscriber system hosted by Symphony.

2. Subscriber must notify Symphony in writing (email permitted) in the event that a user no longer requires remote access to the Subscriber system. To ensure that access is deleted on time, Symphony must receive this notification at least five business days in advance of the date that the access is no longer needed by that individual, unless such advance notice is not possible (e.g., unplanned termination of employment of such individual), in which event upon notice Symphony will promptly delete remote access to the Subscriber system by such individual.

3. Remote access accounts shall not be transferred from one individual to another, and shall not be shared between individuals. Each user requires an individual remote access account that uniquely and accurately identifies the owner of the account.

4. Subscriber assumes all responsibility for the consequences of the use of Subscriber accounts by an unauthorized individual, except to the extent the unauthorized individual’s access to the account is caused by Supplier’s failure to perform its responsibilities under the Agreement.
VIOLATIONS AND REMEDIES

In the event Subscriber fails to adhere to any of these policies, Symphony may exercise its rights under the Agreement. 
